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Executive Order.
Improving Critical Infrastructure Cybersecurity

nlit 1s the policy of the Uni tresilencofat

the Nationds <critical | eylber eaviranmeuntathtatu r ¢

encourages efficiency, innovation, and economic prosperity while promoting
safety, security, business confldentlallty privacy,andcivill 1 ber ti e

President Barack Obama
Executive Order 13636, Feb. 12, 2013

A The National Institute of Standards and Technology (NIST) was directed
to work with stakeholders to develop a voluntary framework for reducing
cyber risks to critical infrastructure

A Version 1.0 of the framework was released on Feb. 12, 2014, along with
a roadmap for future work



Framework Must...

A Include a set of standards, methodologies, procedures, and processes
that align policy, business, and technological approaches to address
cyber risks

A Provide a prioritized, flexible, repeatable, performance-based, and cost-
effective approach, including information security measures and
controls, to help owners and operators of critical infrastructure identify,
assess, and manage cyber risk

A Identify areas for improvement to be addressed through future
collaboration with particular sectors and standards-developing
organizations

A Be consistent with voluntary international standards



Development of the Framework

I=eeeaa | EO 13636 Issued T February 12, 2013 Ongoing Engagement:
Framework NIST Issues RFIT February 26, 2013

SRS | 15t Framework Workshop i April 03, 2013 Open public comment and
' review encouraged and

promoted throughout the
process

Collect, . _
LCategorize, Completed i April 08, 2013

JeRCERNE) | |dentify Common Practices/Themes i May 15, 2013
Responses

cyberframework@nist.gov

INE =8| 2" Framework Workshop at CMU 1 May 2013
AENIIEERl | Draft Outline of Preliminary Framework 1 June 2013

sl 31d Workshop at UCSD i July 2013
Framework 4" Worksh UT Dallasi S ber 2013
Elements orkshop at allas i September

Pr%%ﬁ?gﬁ”d 5t Workshop at NC State i November 2013
Published Framework 1 February 2014
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Framework Components

ﬂligns industry standards and
best practices to the Framework
Core in a particular

factoring in business
needs

Cybersecurity activities anm
informative references,

organized around particular

outcomes

Enables

implementation scenario
Supports prioritization and Framework Sl e
measurement while Syl Core communication of cyber

risk across an
organization

Framework
Implementation
HES

Describes how cybersecurity
risk is managed by an organization
and degree the risk management practices exhibit key characteristics




Framework Core

References

Whatassets need protectich IDENTIFY

Whatsafeguards are availalite PROTECT

Whattechniques camdentify
incidents?

DETECT

What techniques canontain
impactsof incidents”

Whattechniques camestore
capabilities”




Framework Core - Sample

PROTECT (PR)

Access Control (PR.AC): Access
to assets and associated facilities
is limited to authorized users,
processes, or devices, and to
authorized activities and
tramsactions,

PR.AC-1: Identities and credentials are
managed for authorized devices and users

CCS CsC 16
COBIT 5 D5505.04, D5506.03
ISA 62443-2-1:2009 4.3.3.5.1

ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3,
SR 1.4,SR 1.5,SR 1.7, SR 1.8, SR 1.9
ISOVTEC 27001:2013 A9.2.1, A9.22, A92.4,
A93.1,A942 A943

NIST SP 800-53 Rev. 4 AC-2, IA Family

PR.AC-2: Physical access to assets is
managed and protected

COBIT 5 D5501.04, DS505.05
ISA 62443-2-1:2009 43,332, 43338

ISOMEC 27001:2013 A 11.1.1, AL 11.1.2,
AdLTA ALLLG ALLZS

NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-
5, PE-6, PE-9

PR.AC-3: Remote access is managed

COBIT 5 APOI3.01, DSS01.04, DS505.03
ISA 62443-2-1:2009 43.3.6.6
ISA 62443-3-3:2013 53R 1.13, 5R 2.6

ISO/IEC 27001:2013 A.6.2.2, A.13.1.1,
A.13.2.1




Framework Profile

A Alignment of Functions, Categories, and Subcategories
with business requirements, risk tolerance, and resources
of the organization

A Enables organizations to establish a roadmap for reducing
cybersecurity risk that is well aligned with organizational
and sector goals, considers legal/regulatory requirements
and industry best practices, and reflects risk management
priorities

A Can be used to describe current state or desired target
state of cybersecurity activities




Framework Implementation Tiers

A Feedback indicated the need for the Framework to allow for
flexibility in implementation and bring in concepts of maturity =
models.

A Responding to feedback, Framework Implementation Tiers
were proposed to reflect how an organization implements
the Framework Core functions and manages its risk.

A The Tiers are progressive, ranging from Partial (Tier 1) to
Adaptive (Tier 4), with each Tier building on the previous
Tier.

A The Tier characteristics are defined at the organizational
level and are applied to the Framework Core to determine
how a category is implemented.




AReducedime and expense of AOrganizes reconciliation and de

starting an information security confliction of legislation, regulation,
program policy, and industry best practice (Core)
AReduces risk within current AGuides organization and management of

information security programs by and information security prograrfCore)

identifying areas for improvement Avieasures current state and expresses

Ancreases efficiencies and reduce desired state (Profile)

the possibility of miscommunicatio AEnablesnvestment decisions to address

within your information security gaps in current state (Profile)

program and with other ACommunicatesybersecurity

organizations such as partners, requirements with stakeholders, includin

suppliers, regulators, and auditors partners and suppliers (Profile)
Anables informed tradeff analysis of
expenditure versus risk (Tiers)
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Near Term Framework Activities

A Continue education efforts, including creation of self-help
and re-use materials for those who are new to the
Framework

A Continue awareness and outreach with an eye toward
industry communities who are still working toward basal
Framework knowledge and implementation

A Educate on the relationship between Framework and the
larger risk management process, including how
organizations can use Tiers

A To allow for adoption, Framework version 2.0 is not planned
for the near term
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